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What is OSINT?
Open-Source Intelligence (OSINT) refers to the collection and analysis of

publicly available information for intelligence purposes.

Derived from publicly accessible sources (news, social media, forums)

Common in cybersecurity, journalism, and threat intelligence

Challenges: data volume, signal-to-noise ratio, source validation

→

→

→
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The Analyst Bottleneck
Thousands of alerts.

Duplicate news articles.
One human analyst.

"Do we care about this threat?"

"Have we seen this before?"

"Where did this story originate from?"
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Taranis Workflow
Inspired by Taranis3 & Taranis-NG

➝
Assess Analyze Publish

➝
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Features

Named Entity Recognition

Extracts information about people, organizations,
locations, etc. from free-form text.

Topic Clustering

Uses topic modelling to find related news items.

Collaboration

Integrates with MISP to streamline threat
intelligence collaboration.

Contextual Enrichment

Leverages NLP for automatic creation of summaries
and sentiment analysis or Threat Classification
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Named Entity Recognition

Context and source-specific models (IT security or general news)

Lists and Regex - CVEs, APT Groups, Hashes

NER - Person, Location, Organziation, Product, Event
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TOPIC AND STORY CLUSTERING

Reduces redundancy from multiple sources

Identifies stories on the same topic with varied titles and styles

Visualizes topic trends over time
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Collaboration
Integrates with MISP to streamline threat intelligence collaboration.

Taranis → MISP → MISP → Taranis
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Contextual Enrichment

Summarization

Sentiment Analysis

Threat Classification

→

→
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OPEN Source
Intelligence
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Challenges of AI in OSINT

Balanced research 🧪 with practical deployment.

Training data scarcity for security-specific tasks

Domain-specific language in cybersecurity reports

Resource limits in open-source environments

→
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→
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Taranis on OpenShift

📦 Containerized microservices (Flask, Celery, PostgreSQL)

🔁 GitOps-ready deployment

🧠 Optional GPU support for model inference

🔐 All containers run as non-root, user-only permissions

💾 Stateless by design
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Demonstration
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Try yourself
curl -sL $(curl -s https://api.github.com/repos/taranis-ai/taranis-ai/releases/latest |

 jq -r '.assets[] | select(.name=="compose.yml") | .browser_download_url')\

 -o compose.yml

curl -sL $(curl -s https://api.github.com/repos/taranis-ai/taranis-ai/releases/latest |

 jq -r '.assets[] | select(.name=="env.sample") | .browser_download_url')\

 -o .env

podman-compose up -d

16 /  19



Taranis on OpenShift

📦 Containerized microservices (Flask, Celery, PostgreSQL)

🔁 GitOps-ready deployment

🧠 Optional GPU support for model inference

🔐 All containers run as non-root, user-only permissions

💾 Stateless by design
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Get Involved!
Taranis AI is open-source and looking for contributors!

NLP, machine learning, clustering

New collector integrations

Real-world feedback and use cases

→
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github.com/taranis-ai/taranis-ai
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Survey
Help us in only 10 minutes

https://survey.taranis.ai/

19 /  19

https://survey.taranis.ai/

